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1. About Lumension

Lumension Security Inc. is a global leader in the development of endpoint management and endpoint
security solutions. The Lumension® Endpoint Management and Security Suite combines the functions
of IT operations and security through a single console. It comprises functionalities such as PatchMan-
agement, Application Control, Device Control, Anti-Virus, ConfigurationManagement, Power Man-
agement and Asset Management at server and client levels to minimize IT risks and address system
management requirements across the enterprise.
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https://www.lumension.com/Company/About-Us.aspx


2. Requirements

2. Requirements

The following requirements are to bemet if you want to use the Lumension Endpoint Security solution
with a Unicon eLuxRP Thin Client operating system:

Thin Clients with eLuxRP

Valid Subscription

Unicon tool ELIAS, included in the Scout EnterpriseManagement Suite

Lumension Endpoint Security environment

Citrix virtualization environment

eLux add-on package vdldi-1.0-4 or later, available on www.myelux.com
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http://www.myelux.com/


3. Functioning

The Lumension® Endpoint Management and Security Suite enables you to apply corporate device con-
trol policies even for server-client computing for Citrix environments in combination with Thin Clients.To
do so, hardware information is transmitted from a local Thin Client via a virtual channel to the virtual sys-
tem in a Citrix XenDesktop or XenApp environment. This is technically possible by installing a Lumen-
sion Endpoint Security Client on the virtual host in the Citrix environment and a corresponding Virtual
Channel Driver on the Thin Client system. Once these prerequisites aremet, the Thin Client will trans-
mit complete hardware information such as Vendor and Device IDs of a USBmass storage device to
the Lumension Endpoint Security Client residing on the virtual systemwhen the Citrix session is star-
ted.The LumensionManagement console permits to define a policy for USB devices, at device or user
level, to be applied for access at Thin Client level.
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4. Installation procedure

4. Installation procedure

Note
Please note that the installation description exclusively refers to the integration of Thin Clients
with eLuxRP operating system into an already existing or newly implemented Lumension
environment. If you wish to install a Lumension Endpoint and Security Suite, please directly
contact the Lumension technical support. Contact data is available at https://www.lu-
mension.com

1. Download the vdldi-1.0-4 add-on pack or later fromwww.myelux.com to the UC_RP container of
the web server and unzip it.

2. Open the firmware for the eLuxRP Thin Client installation by using ELIAS and add the vdldi-1.0-
4 pack or later to the image definition file.

3. Store the image definition file on the web server in the UC_RP container.

4. Execute the installation of the Lumension Endpoint Security pack on the eLuxRP Thin Client
through the Enterprise console by using the Update command.

5. When establishing a connection to your Citrix backend, you will automatically access to the
device and user policies that have been defined in the LumensionManagement console.
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